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1
Decision/action requested

This pCR provides a solution to address KI#4 in TR 33.857.
2
References

[1]
3GPP TR 33.857 Study on enhanced security support for Non-Public Networks; (NPN); Rel-17.
3
Rationale

The PCR provides a solution to address KI#4 ‘Securing initial access for UE onboarding between UE and SNPN’.
4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.857.
*****Start of Change*****
6.Y
Solution #Y: Solution to enable onboarding and secured UE access based on credentials owned by an external entity
6.Y.1
Introduction

The solution address ‘Key issue #4: Securing initial access for UE onboarding between UE and SNPN’. In addition, the solution also takes into account the requirements from TS 22.261 clause 6.14.2 which is on enabling 5GS to support a secure mechanism to remotely provision 3GPP/non 3GPP identities and credentials of a uniquely identifiable and verifiably secure device. The proposed solution considers that a UE is configured with the default credentials including a default UE ID which allows to verify and securely identify the device to enable onboarding to an onboarding SNPN to provision SNPN credentials. It is assumed that the default identity is a secure identity by itself, it doesn’t leak any information by itself about the UE (i.e., privacy friendly by design) and it can be used to refer to a set of information about the UE stored in the DCS, but it is more important to prevent impersonation due to replay attack as part of the solution.
6.Y.2
Solution details
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Figure 6.Y.2-1: Secured Initial access for onboarding based on credentials owned by external entity
The steps shown in Figure 6.Y.2-1 is described as follows.
0. In this solution, the UE and the DCS is assumed to be pre-configured with the default UE ID and the default credentials. The DCS in addition is pre-configred with the corresponding PS address for each onboarding default UE ID. The default UE ID which enables to verify and securely identify the UE is referred as the digital identifier (DIG-ID) in this solution which are typically associated with cryptographic material, such as public-private key pairs, DCS information (i.e., address), and cryptographic algorithms etc., which is upto the DCS and outside the scope of this solution. The UE constructs a D-SUPI in the NAI format using the DIG-ID type, Digital identifier and DCS address. Further the UE constructs a D-SUCI using D-SUPI, timestamp, and digital signature (optionally a null scheme as in 33.501 can also be applied). If the DCS doesn’t offer SIDF functionality, the D-SUCI may be constructed in a different way than the existing SUCI mechanism as described in this solution. As the external entity DCS cannot be expected to support SIDF functionality specified in 33.501, the UE and DCS shall offer the authenticity of the default UE ID based on digital signature as described in this solution. Further the existing 5G systems depends on routing ID and HN ID to select the right AUSF instance in the network, whereas the UE that attempts onboarding registration, cannot provide any routing ID as well as HN ID to select the right AUSF instance in the O-SNPN. Therefore, this solution also takes care of selecting the right AUSF instance based on the D-SUCI. 
Editor’s Note: The details on how DIG-ID is constructed and verified is FFS.

Editor’s Note: How the D-SUCI is constructed and the need for the timestamp and digital signature is FFS.

Editor’s Note: The need for authenticity of the default UE ID based on digital signature and how it is achieved is FFS.
1.
The UE sends a registration request to the onboarding SNPN acting as onboarding network. The UE includes a D-SUCI.

NOTE 1: 
The UE selects an O-SNPN based on TS 23.501.

2.
AMF/SEAF forwards the registration request to the right onboarding AUSF (which can interact with DCS) based on the D-SUCI.

3.
The onboarding AUSF uses the realm part of the D-SUCI to route the request to the right DCS.

4.
The onboarding AUSF sends an authentication request to the DCS by providing the D-SUCI.

5.
The DCS based on the default UE ID i.e., DIG-ID, fetches the related data along with cryptographic information and verifies the digital signature. 
Editor’s Note: Further details on DIG-ID verification needs to be added.
6. If the verification is successful, based on the default configuration locally stored, the DCS selects an authentication method and performs authentication method specific message exchanges with the UE. If the authentication is successful, the DCS determines to provide the onboard root key along with authentication result to the onboarding AUSF.
7.
The DCS sends an authentication response to the AUSF. It includes authentication result as ‘success’, onboarding root key (e.g., MSK) and a minimum data set (verified DIG-ID (i.e., D-SUPI), provisioning server address etc.,). The DIG-ID will act as the SUPI in the onboarding SNPN. 

8.
The onboarding AUSF stores the authentication result and minimum data set in the UDM/UDR, and the provisioning server address information can be later used by the network (i.e., SMF) for restricted user plane connection to the provisioning server to provision the SNPN credentials which is out of the scope of this solution. The onboarding AUSF considers the key received from the DCS as AUSF key and derives an anchor key similar to the method specified in 33.501, but with an additional input of nonce to establish cryptograohic separation and secrecy specific to the SNPN. Further the onboarding AUSF sends a EAP success message to the AMF/SEAF including Kseaf, nonce and the SUPI. 
Editor’s Note: The need for the nonce and how the secrecy specific to SNPN is achieved is FFS.

Editor’s Note: Minimum data set that needs to be stored in the UDM/UDR is FFS
9.
The EAP success and other information received from step 8 can be provided to the UE in N1 message or in a NAS SMC similar to the 33.501. The AMF initiates NAS SMC with the UE as in 33.501.
10-11.
The UE derives its keys based on the configurations in the default credentials and the registration is complete.

NOTE 2: 
For the case that the default UE ID and credentials are preconfigured by a PLMN, the existing concealment mechanisms can be applied for the SUPI and the authentication method and key generation can be followed similar to the mechanisms specified in 33.501.
This solution describes initial access of the UE to the onboarding network based on the mutual authentication between the UE and the DCS. The onboarding network which does not have direct trust relationship with the UE allows the initial access based on the UE and DCS mutual authentictaion and their trust relationship and based on the onboarding network’s trust/business relationship with the DCS.  Further the solution details the issue of the Provisioing Server address to the onboarding SNPN, but the connection between UE and PS is not in scope of this solution. 
6.Y.3
System impact

FFS
6.Y.4
Evaluation

FFS
*****End of Change*****
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